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How Sellers Can Be Proactive 

Maximize Value 

Companies preparing themselves for sale have a very long To Do list, but they also have a key advantage. 

They know prospective buyers are risk-averse, so they can take steps to resolve open issues, litigations, etc. 

beforehand and smooth the terrain.  They know buyers prefer to avoid surprises in the M&A process.  They 

can get their financials and company documentation in order and find the surprises themselves, before the 

bright lights of the due diligence process.  They know that having an orderly back office increases their 

credibility and value. 

The increasing population of buyers who have had a bad experience with cyber security is leading to more 

caution in this area, and higher expectations in due diligence.  Yet even among companies who have had a 

data breach, a negative may be turned into a positive. 

Another 2019 survey
2
 of M&A professionals found that 86% would reduce the valuation of a company if it 

had suffered a data breach.  However, 88% said the value would not suffer, and could even INCREASE, if the 

company could demonstrate that they had responded to the breach correctly, and mitigated their risks 

afterward to prevent further issues.  

1  2019 Forescout ð The Role of Cybersecurity in Mergers and Acquisitions Diligence  

2  2019 (ISC)2 ð Cybersecurity Assessments in Mergers and Acquisitions: The ROI of Sound Cybersecurity Programs  
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You can spot the key advantage: the ability to be proactive before there are too many cooks in the kitchen.  

Like never before, being responsibly proactive includes getting oneõs cyber security house in order.  Consider 

the following, from a far-reaching 2019 survey
1
 of business and IT leaders: 

¶ 53% have had an M&A deal put into jeopardy by a critical cyber security issue 

¶ 65% have had regrets over an M&A deal due to cyber security issues 

EVERY organization, no matter how mature, has cyber security issues which need to be improved.  The 

question for sellers going into M&A is whether those issues get handled according to their own schedule, 

budget, and priority, or whether they cede control to the buyer and hope the issues do not negatively impact 

the valuation. 



Reduce Surprises 

This represents a mature approach to risk 

management.  Sellers can maximize value by 

maximizing their credibility as a well-run 

organization.   

Once a buyer acquires an organization, 

skeletons in the closet become the buyerõs 

problem, especially in the court of public 

opinion.  The buyerõs name will be the one in 

the headlines, and what should perhaps be 

read as poor risk management on the part of 

the seller will instead be attributed to the 

buyer.  Whether the buyer is going to absorb 

the brand or leave it intact, cyber problems that 

mar the customersõ perception are harmful to 

ROI.   

The great fun of Jack-in-the-Box toys is the excitement of cranking the wheel and listening to the music, 

knowing that at any moment, the whole thing is going to pop open.  It is no fun to run a company that way.   

Operating with critical cyber security vulnerabilities means wondering each day whether a data breach or 

malware infection will create operational loss and negative headlines.  If this occurs when approaching an 

M&A transaction, buyers are expected to seize upon the excuse to torpedo the valuation, if they choose to 

proceed at all.  Sellers can easily give away all of the leverage that they worked for years to create for 

themselves on the eve of the acquisition process. 

Buyers are rightfully cautious about problems that may arise after the 

transaction as well.  Among organizations who have experienced a 

substantial data breach (10,000+ records), 28% experience another data 

breach within two years.
3
  This is why buyers place such a high 

importance on sellersõ ability to demonstrate that their cyber 

problems have been addressed: it reduces surprise aftershocks 

down the road. 

The due diligence process is painful enough for the seller as it is.  

Entering the process with a recently completed, thorough cyber 

security risk assessment, along with evidence and justification for 

recent risk mitigation actions, changes the tenor of this process 

entirely.  It reduces anxiety and presents risk management as an 

area of strength. 

 

3  2018 Ponemon Institute ð Cost of a Data Breach Study  
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Donõt harm the brand 

Donõt scuttle the deal 

Sellers can give away 

all of the leverage 

that they worked for 

years to create for 

themselves on the eve 

of the acquisition 

process 



Control the Schedule 

If the risk tolerance of the seller is different from that of the buyer, corrective actions will be required to align 

the two.  The buyer may choose to phase in those corrective actions over the course of several months after 

the acquisition, or they may be set as prerequisites for the deal.  Regardless, mitigating actions will not be 

timed to the convenience of the seller. 

In the meantime, however, the seller still runs things in their company.  They have formed relationships with 

trusted vendors and support personnel, and still have the ability to see things addressed their way.   

Ê 2019 Secure Merger.  All Rights Reserved. www.SecureMerger.com 

Implementing cyber risk mitigation actions actually serve a tangible purpose within an organization.  They 

safeguard the intellectual property, sensitive data, and public brand of the organization against increasingly 

creative thieves.  They can also bring process improvements which help with resource efficiency and strategic 

planning. 

Since sellers are likely to pay for these corrections anyway, sooner or later (by way of valuation reduction if 

nothing else), taking action before entering the M&A process affords the company the opportunity to 

actually appreciate those benefits.   




